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Introduction - The Speaker

Martin Petrov

Martin Petrov is an experienced information systems audit and security professional who is a Certified Information Systems

Security Professional (CISSP) , Certified Information System Auditor (CISA) and a Qualified Security Assessor (QSA ).

Martin’s extensive network within the industry coupled with expert knowledge and over 10 years of infosec experience has

enabled him to provide vendor agnostic advice to organizations on adopting best-practice implementation of compliance

programs. This led Visa Europe and Visa CEMEA to select Martin as the lead trainer for the delivery of a series of 2 day

Training Seminars across their respective regions during the past 3 years.

Martin has worked as an Information Security Consultant and Qualified Security Assessor on various enterprise scale

projects for customers such as government agencies, ministries, banks, international corporations, blue chip service

providers as well as a number of small and middle sized companies.

Martin joined One-SEC in 2005, Europe’s leading QSA company as the principle European information security consultant. In

2007 One-SEC was acquired by the global QSA company leader Trustwave where Martin continued as full time Lead PCI DSS

auditor and executed over 75 compliance audits for a significant number of European processors, acquiring banks, payment

service providers and large merchants. Martin joined Onformonics in September 2008 to help develop a merchant risk based

compliance management portal.

Martin co-founded NTT Security in 2009 to provide audit and consulting services to acquirers, merchants, service providers

and the card schemes as a subject matter expert having the highest level of expertise within the Payment Card Industry

helping organisations implement & successfully maintain their PCI compliance programs.

As of December 2016, NTT Security Ltd is the 2nd most preferred QSA Company by Visa Europe Service Providers to Member

Banks.



Introduction – NTT Security

TESTING providing expert

knowledge to identify and

manage information security

risks by minimizing the

effects of threats and

vulnerabilities. Layered

approach to identifying

vulnerabilities by testing at

the Network, Application and

Operating System layers

through vulnerability scans,

penetration tests and

application code reviews.

COMPLIANCE leveraging our

expert knowledge in the

electronic payment industry

to assist Issuing and

Acquiring Banks, E-commerce

and Brick and Mortar

Merchants, Payment

Processors, Services

Providers and others in

achieving, validating and

maintaining compliance with

PCI DSS, PA DSS, PCI P2PE

and other industry compliance

standards.

SECURE SOFTWARE empowering

development teams by

transference of knowledge

about the latest trends and

techniques to create secure

applications by embedding

security at every stage of

the Software Development

Lifecycle process – Design,

Coding, Testing and

Maintenance.



 Government Regulators

 Industry Regulators

 Payment Schemes

 Card Brands

 Merchants 

 Service Providers 

 Payment Application Developers

 Payment Hardware Developers

 Acquirers

 Issuers

Delegate Composition



Anatomy of Current Compliance Drivers

In the context of PCI DSS the reasons for compliance
in order of priority and occurrence:

1. Compliance is the license allowing an organization to store, 
process or transmit credit card data 

2. Compliance provides a marketing edge over non-compliant 
competitors 

3. Compliance reduces risks associated with compromise, 
which may result in financial and reputational losses 
among others. 



Compliance Life-cycle Participants & Stages

I.     Preparation

1. RFP

2. Dude Diligence

3. Gather Information

II.   Gap Analysis Stage

1. Execute Gap, Risk, Vulnerability Assessments

2. Identify Technology Issues

3. Identify People & Process Issues

III.   Remediation Stage

1. Distribute remediation tasks

2. Receive remediation updates

3. Collate updates

4. Schedule audit

IV.  Assessment Stage

1. Create Draft ROC Report

2. QA & Final ROC Report creation

3. Submission to Schemes or Acquirers



Approach Compliance Sensibly

Stage 1 Stage 2 Stage 3 Stage 4

Preparation Gap Analysis Remediation
Assessment / 
Maintenance

Select QSA
Define 

Methodology
Risk Assessment

Optimize Scope / 
Segmentation

Disseminate 
Policies

Perform Data 
Discovery

Map Data Flows
Scan & Pen-Test

Remediate People, 
Process,

Technology

Perform Recurring
Task

Identify Current 
Scope

Identify 
Technology Issues

Awareness Training Collect Evidence

Gather 
Documentation

Identify 
Documentation 

Issues

Obtain Clean
Scans & Pen-Test

Plan, Do, Check, 
Act



Achieving versus Maintaining

 Achieving phase characteristics
 Most typically conducted as a project type exercise

 Gap analysis provides data to create a compliance project

 Large upfront investment in technology, consultancy services

 Significant changes in business processes

 Maintaining phase characteristics
 Follow-up phase to Achievement one

 Intended to be ran as an ongoing program

 Maintenance costs associated with technology refresh, employee 
training, changes in the standard

 Need to keep up to date with changes to the standard

 Requirement to maintain high levels of security established in the 
achieving phase



Obstacles to Maintaining Compliance

 The inability to translate a compliance standard into 'actions' 
for my business.

 Lack of awareness about the need to use a program 
management approach to maintaining compliance

 Ad-hoc mode of operation within the organization, 
continuously putting out fires and lacking long term planning

 Lack of a qualified and experienced person/department 
tasked with the program – Compliance Officer

 Lack of support from senior management towards the 
Compliance Officer tasked with the program (funds, time, 
resources)



Obstacles to Maintaining Compliance

 Cultural resistance from personnel towards change for 
greater efficiency, individual responsibility and transparency

 Lack of established and documented model and framework 
which a Compliance Officer can follow and implement

 Lack of supporting tools to manage and monitor a 
compliance framework

 Inability to measure and report on progress

 Progress per Department vs. per Requirement

 Progress in terms of risk reduction vs. number of Items compliant

 Progress in terms of compliance effort vs. number of Controls 

compliant



Practical Steps for Achieving Compliance

 Separate the function of Gap 
Analysis, Remediation and Audit to 
avoid as much as possible conflict of 
interest

 Establish a remediation program and 
have your QSA review and approve 
it, in order to avoid surprises later

 Develop or acquire tools to assist 
track progress in terms of:

 risk reduction

 priority task completion

 remaining effort as opposed to % 
items completed

 accountability for remediation per 
responsible person/department

 Establish a communications 
channel that allows regular 
reporting with senior 
management in order to gain 
their support

 Engage an organization that will:

 interpret the standard 
appropriately

 objectively and independently 
identify gaps

 assist in prioritizing remediation 
activities

 suggest remediation solutions 
independently which include 
both commercial and open 
source



Practical Steps for Maintaining Compliance

 Review company policies, standards 
and procedures on a regular basis

 Stay current with changes to the 
standard and to technologies

 Continue to improve on the levels of 
compliance and achieve ‘best 
practise’ in as many areas as possible

 Strive to change the culture through 
a targeted awareness program and 
redesign all PCI DSS supporting 
processes to become Business as 
Usual

 Continue to use the 
communications channel to keep 
senior management informed of 
‘point in time compliance’ status

 Show how compliance helps to 
identify and manage risk, 
highlight the positive business 
benefits of compliance

 Implement regular reviews to 
ensure that compliance activities 
have not ‘slipped’ and continue 
to be effective



What Not to Do!



The 5 Stages of PCI Anger

 Denial: It doesn’t apply to me

 PCI compliance is mandatory

 Anger: It isn’t fair

 The rules apply to everybody

 Bargaining: I’ll do some of it

 PCI is “pass / fail”

 Depression: I’ll never get there

 Many merchants already have

 Acceptance: It will be OK

 PCI addresses best practices



Interpreting the Standard

 Reference the published PCI SSC ‘Security and Assessment Procedures’ on the PCI SSC 
website

 Reference the various Info Supplements published in the Documents Library:

Infographics
Why PCI DSS v.3.0?
It's time to change your password
It's time to change your password (Print Version)
Protecting Your Customer's Payment Card Data from Malware
Windows XP Support is Ending
Windows XP Support is Ending (Print Version)
Stay Smart on Protecting Against Card Fraud!
Stay Smart on Protecting Against Card Fraud! (Print Version)

ATM
ATM Security Guidelines

E-Commerce
PCI DSS 2.0 eCommerce Guidelines

EMV
Devalue the Data
At a Glance: Merchant POS Security
At a Glance: Merchant Guide: Stepping up to EMV Chip with PCI
Increasing Security and Reducing Fraud with EMV Chip and PCI 
Standards
Increasing Security and Reducing Fraud with EMV Chip and PCI 
Standards (Print Version)
PCI DSS Applicability in an EMV Environment
Intro to PCI
Payment Card Industry Security Standards Overview
Getting Started with PCI Data Security Standard
PCI Data Storage Do's and Don'ts
Ten Common Myths of PCI DSS

Logging
Effective Daily Log Monitoring

Mobile
Accepting Mobile Payments with a Smartphone or Tablet
Mobile Payment Acceptance Security Guidelines for Developers
Mobile Payment Acceptance Security Guidelines for Merchants 
as End-Users
Payment Terminal Security
Terminal Software Security

PCI DSS General
Guidance for PCI DSS Scoping and Segmentation
Migrating from SSL and Early TLS
PCI DSS 3.0 Best Practices for Maintaining PCI DSS Compliance
Lifecycle for Changes to the PCI DSS and PA-DSS
Responding to a Data Breach
Third-Party Security Assurance

Penetration Testing
Penetration Testing Guidance

Phishing
Phishing Resource Guide

Risk Assessment Guidance
PCI DSS 2.0 Risk Assessment Guidelines

Security Awareness Program
Best Practices for Implementing a Security Awareness Program

Skimming Prevention
Skimming Prevention: Overview of Best Practices for Merchants
Skimming Prevention: Best Practices for Merchants
Skimming Resource Guide

Small Merchants
Guide to Safe Payments
Common Payment Systems
Questions to Ask your Vendors
Glossary of Payment and Information Security Terms

SSL/TLS
Bulletin on Migrating from SSL and Early TLS

Telephone-Based Payments
Protecting Telephone-based Payment Card Data

Tokenization
Tokenization Product Security Guidelines
PCI DSS Tokenization Guidelines

Virtualization & Cloud
PCI DSS 2.0 Cloud Computing Guidelines
PCI DSS Virtualization Guidelines

Wireless
Overview of the PCI DSS Wireless Guideline
PCI DSS Wireless Guidelines



Interpreting the Standard

 Understand the intent of each requirement

 Consider the risk, threat or vulnerability each 
requirement is seeking to address

 Don’t get fixated on the detail

 Understand how the requirement applies to your 
environment

 Ensure you have adequate ‘coverage’

 Understand if you have mitigated the risk



Understanding the Language

Verb Meaning

Obtain
Collect documentation such as policies, 
procedures, system configurations, or 
application documentation

Examine
Perform interviews and review documentation 
and/or system configuration

Verify / Confirm
Confirm documentation and/or system 
configuration meets testing procedures through 
observation and testing

Sample
Select sample for testing and document systems 
sampled and size of sampling



Engage a Trusted Partner

Reference the glossary of terms in the PCI SSC Documents Library

 “Policy”: Organisation-wide rules governing acceptable use of 
computing resources, security practices, and guiding development of 
operational procedures

 “Procedure”: Descriptive narrative for a policy. Procedure is the “how 
to” for a policy and describes how the policy is to be implemented.

 “Standard”: Approved, consistent process for doing something in a 
repeatable manner.

 “Process”: A systematic series of actions that allow for a consistent, 
repeatable result

 “Management”: The act or manner of managing; handling, direction or 
control

 “Control”: To adjust to a requirement, regulate

 “Approves”: To consent to officially or formally; confirm or sanction



Risk Driven, Not Risk Based

 Compliance requires all Controls in scope to be In-Place

 A requirement cannot be considered In-Place if it contains 
"open items," or if they are deemed “low risk, low impact”.

 Future dated remediation of “open items” is not 
acceptable

 After open items have been addressed by the assessed 
entity, the assessor can then reassess to validate that the 
Controls have been met.



Compliance Process

 Compliance requires all Controls in scope to be In-Place

 A requirement cannot be considered In-Place if it contains 
"open items," or if they are deemed “low risk, low impact”.

 Future dated remediation of “open items” is not 
acceptable

 After open items have been addressed by the assessed 
entity, the assessor can then reassess to validate that the 
Controls have been met.



Compliance Process - Merchants

 The PCI DSS applies to all entities that store, process, and/or 
transmit cardholder data.

 Merchants who accepts or processes payment cards must comply 
with the PCI DSS.

 It covers technical and operational system components included in 
or connected to cardholder data.

 The validation of compliance is dependent upon volume and 
acceptance channel – Level 1-4, SAQ or RoC

 Merchants have a responsibility to use compliant Service Providers, 
Payment Applications, and compliant PTS devices.

 Validated Merchants are not listed on any website.

 Merchants submit a RoC and an AoC to their Acquiring Banks



Compliance Process – Service Providers

 Service Providers are entities that store, process or transmit 
cardholder data on behalf of Merchants and other institutions which 
have a requirement to comply with the PCI DSS.

 The validation requirements are dependant upon volume, though a 
Service Provider may elect to validate at a higher level.

 There are a number of classifications or types of Service Providers.

 Service Providers submit a RoC and an AoC to their Acquiring Banks

 Validated Service Providers are listed on the Card Scheme websites. 
Visa and MasterCard maintain such lists for the benefit of Merchants 
and Issuer and Acquirer Member banks



Compliance Process – Listing Service Providers

www.visa.com/splisting/searchGrsp.do

www.mastercard.com/
us/company/en/docs/
SP_Post_List.pdf



Compliance Process – RoC, AoC, Certificate



Engage a Trusted Partner

 Establish a Due Diligence Program to Tender Projects and issue RFPs

 PCI SSC Document Library – Info Supplement on “Third-Party Security Assurance”

 QSA License – Listing on the SSC web Site of Approved QSAs

 Regions of authorized operation

 Type of QSA - PCI QSAs, PA QSAs, PTS QSAs, P2PE QSAs & TSP QSAs

 In good standing or In remediation status

 Professional and Indemnity insurance – required by the SSC

 Covers region, Consultant, type of engagement

 Your Organization's Risk Appetite

 Tick Box Exercise or

 Reduce Risk, Improve Cyber Resilience, Improve security posture, Improve 
Performance



Engage a Trusted Partner

 Cost

 Lowest bidder may cost more in the long run

 Inability to compete on competence and experience

 Compromise on quality

 Experience

 Industry verticals – Merchant, Service Provider, Banks

 At the company as well as QSA Professional (QSAP) level

 Teamwork versus one man show

 Technical Expertise

 Relevant to your environment

 Hands on experience, versus theoretical

 Deep knowledge of the Payment Card Industry, not just IT Technologies

 Assessor Training and Development Program

 Human Capital Investments by the QSA Company (QSAC) - Continuing Education



Engage a Trusted Partner

 Continuity & Backup Plan

 In case of sickness, vacation leave, family situations

 Failure to renew QSAP certification

 Departure from the QSA company

 What processes exist to mitigate loss of time and effort in above scenarios

 Relevant Industry Certification

 What supplemental industry certifications are possessed by the QSAP

 Government or other Security clearance

 Point of Contact, Reporting, Escalation & QA Procedures

 Relevant to your environment

 Hands on experience, versus theoretical

 Deep knowledge of the Payment Card Industry, not just IT Technologies



Engage a Trusted Partner

 Background Check on Social Media & other relevant sources

 Industry publications, blogs, speeches, presentations, white papers, research

 Consistence

 Limited deviation, predictable

 Credibility

 Opinions stated are valid, exhaustive and defendable

 Competent

 Appropriate level of understanding of technology and payment industry

 Conscientious

 Work performed in association with a PCI SSC program is ethical and adheres to 
Requirements



Engage a Trusted Partner

 Assessor Credibility Among industry verticals



QSA Violations

Security Level Examples

Critical Violation Intentionally hiding client stores track data, failure to renew insurance, 
non-QSA employee leading PCI engagement, intentional
misrepresentation of Standards, documenting non-compliant controls as 
‘in place’

Standard 
Violation

Requiring additional procedures beyond the testing procedures,
failing to appropriately document all validation procedures,
compensating controls worksheet incomplete

Administrative 
Violation

QSA employee does not attend training but continues to lead
engagements, Non-disclosure of services reviewed that are
performed or managed by the same organization, failure to have SSC
approve sub-contractor

Information 
Violation

Failure to document CE credit, failure to respond to SSC request in a
timely manner



Violations Investigation

 PCI SSC will determine whether the violation is that of the 
assessor company, assessor employee or both

 Historical review of previous violations as well as feedback 
will be considered

 Warning letter to assessor company and assessor 
employees involved in the incident will be issued unless 
immediately escalated.

 Escalated case will be presented to the SSC to determine 
action including remediation or revocation



Q&A Session

Any Questions?



Applicability

The presented best practices and guidance 
steps in establishing a robust Due Diligence 

Tendering Program are not restricted to 
Achieving and Maintaining PCI DSS Compliance 

Programs Only!

They can be applied to any of the standards in 
the PCI or EMVCo family of standards



The End

Thank You!

Martin Petrov

(CISA, CISSP, QSA)

martin.petrov@ntt.ie


